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Identity is the New Perimeter (Zero Trust)

Identity and Access Management Core Concepts

The Password Problem

Multi-Factor Authentication (MFA) Deep Dive

Single Sign-On (SSO)

The Principle of Least Privilege (PoLP)

Endpoint Protection — EDR vs. Legacy Anti-Virus

Mobile Device Management (MDM) and Browser Security

Secrets Management and Offboarding



Identity is the New Perimeter (Zero Trust)
ZERO TRUST SECURITY

"Never Trust, Always Verify."

IDENTITY VERIFICATION DEVICE VERIFICATION DATA SECURITY
= The "Castle & Moat" is Dead: h A
o Traditional security relied on a & < > ¢

A

firewall (the moat) to protect m
the office (the castle). (= _ﬁ
Problem: If an attacker gets FiN
© : g MULTI-FACTOR BIOMETRICS DEVICE HEALTH DEVICE MICRO- LEAST PRIVILEGE ENCRYPTION DATALOSS
i ns | d et h eca Stl e (p h | s h | n g) AUTHENTICATION CHECKS MANAGEMENT SEGMENTATION ACCESS PREVENTION

they can move freely. Also, We don't trust you just because you are on the office Wi-Fi. We verify every request based on:
users are now working from
coffee shops and homes, Identity: Who are you? Device Health: Is your laptop patched?

outside the castle walls. L .
Context: Are you logging in from an unusual location?
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Identity and Access Management — Core Concepts

Identification: The user claims an identity

(e.g., typing user@company. com). Authentication (AuthN): The user proves they are

who they say they are (e.g., Password, FacelD).

Administration g& J~\
{ QQ,Q | /‘[;})) AuthenticationJ
Provisioning -+ | .
: e 0\ - - Password Verification
Updating -+ \ () ;o . L
o : T @ - ~- Multi-Factor Authentication
Deprovisioning - - =)
IAM: The -
Four A's T~

[Audit J"/ \_ )

Log Tracking - - o |
. L ’ ~- Permission Assignment
Compliance Verification - -

- Access Control

-——— -

The system decides what the user is

Accounting: The system logs the activity allowed to do (e.g., Read-Only access vs. Admin access).
for future audits.
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The Password Problem

= Why Humans Fail:

o We crave convenience. We
choose "Password123" or

"Summer2024!",

o Reuse: We use the same

password for Netflix and our

Bank.

:‘6

= Credential Stuffing:

o Attackers take a leaked database
from a low-security site (e.g., a
fitness forum) and try those same
email/ password combos on high-
value targets (e.g., Corporate

Email).

= Modern Password Policy (NIST
Guidelines):

o Do: Use long passphrases (e.g.,
Correct-Horse-Battery-Staple).

o Don't: Force rotation every 90 days
(it makes people choose weaker
passwords).

o Don't: Rely on complexity rules
(e.g., Pa$$wOrd is easy to guess but

"complex").
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Multi-Factor Authentication (MFA) Deep Dive

b
Something You Know
(Password, PIN, ...)

Something You Do
(Handwriting, ...)

CMKL University

Something You Have Something You Are
(Keys, Badges, Tokens, Cards, ...) (Biometric, Retina Patterns, ...)

Where you are?

Udoes not verify identity, unless only one person can enter that
location.

Ucould reduce the number of possible identities.

Ubut should rather be thought of as access restriction, than an

Where You Are

authentication mechanism
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Multi-Factor Authentication (MFA) Deep Dive

= MFA Hierarchy of Safety:

o Good (SMS/Email): Better than

* Fido 2
A ¢ Windows Hello
»

nothing, but vulnerable to SIM
: : . FIDO Passkeys
Swapping and interception. ¢
Better e Authenticator with number match
o Better (Authenticator Apps): prompt

Generates a code (TOTP) that

¢ TOTP, Oath token, Push
rotates every 30 seconds. Harder notification, and Authenticators
to hack. * Biometrics

o Best (FIDO2 / Hardware Keys):
Physical USB keys (like YubiKey). Bad . g::s
Phishing-resistant because the

key verifies the website's URL

before unlocking.
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. . The Concept of SSO: One "Master Key" (Identit
Single Sigh-0On (SSO) Provider) unlocks all doors (SaaS Apps).

Without Single Sign On (SSO) With SSO

) Microsoft

okta IPingIdentlty
& toginz BN <o ; &
mmd Single Sign On _‘

BN |ogin4

Serve : Server
e rver 4 ; | 4

= Benefits: = Risks: Itis a Single Point of Failure. If the SSO admin

o User Experience: Log in once, access everything. account is breached, the attacker owns the company.

o Security: IT has a single "Kill Switch." If an employee
leaves, disabling their Okta account instantly locks
them out of Slack, Salesforce, Zoom, and Email.
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Single Sign-On (SSO) - How Does It Work?

5. Request authentication

— =
&oo 3[& ’ TS
—3 <
6. Receive token 3 2
67003’3 Authentication
Server
A
2. Trello redirects 7. Receive auth %. Validate token
o b losw\ to 6;003|e |03m token (SAML)
credentials i
o o
Q. Token is valid
—
1. User wants to log‘m o
with 6;003]3 account ‘
User
< T re”o ow?
L 10. Allow access ;lei‘t:RMiI'alg
J k _j Sivpilgng compke LOpCS
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Authorization & Access Control
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. A user, program, or process should have

only the bare minimum privileges necessary to

perform its function. 5 benefits of USing
principle of least privilege

= Standard vs. Admin:

o Day-to-day work (email, browsing) should never be Prevents the spread of malware

done as a Local Administrator. Decreases chances of a cyber attack

o Why? If you click a malicious link as an Admin, the .
Improves user productivity -

malware gets Admin rights too.

Helps demonstrate compliance
= Just-In-Time (JIT) Access:

Helps with data classification
o Instead of giving someone "Permanent Admin" rights,

give them "Admin for 2 hours" to fix a specific issue,

then automatically revoke it.



Access controlis the heart of security.

Definitions:

The ability to allow only authorized users, programs, or

processes to access resources.

The , according to a particular security

model, of certain permissions to access a resource.

An entire set of procedures performed by hardware, software,
and administrators, to monitor access, identify users requesting
access, record access attempts, and grand or deny access

based on pre-established rules.

Used in
environments
where
information
classification and
confidentiality is
very important

The Prevention
of unauthorizes
use of a resource

Access Control
Implementation

Assignation of
access rights to
certain resources
on system

The prevention
of use of a
resource in an
unauthorised
manner



Access Control Matrix

An access control matrix is a matrix (Ms o) whose rows are subjects and columns are object.

An element Ms,0; € Mg, < P is the set of permissions that a subject s; € S is authorized to access an object o; € O.

Disadvantages: In a large system, the matrix will be enormous in size and mostly sparse.

—
01 02 03 04 05 06
s.| v Y Y y Y N
s, N N y | N Y N
H
Y N N N N y




Access Control Matrix

An access control matrix is a matrix (Ms o) whose rows are subjects and columns are objects.

Let’s try this together:

Suppose the private key file for S; is object 04,

i.e., only S; canread,

Suppose the public key file for S; is object 05,

i.e., all subjects can read, and only S; can write.

Suppose all subjects can read and write object O3.

What s the access control matrix?

04 0, 04
? ? ?
? ? ?
? ? ?




Access Control Matrix

An access control matrix is a matrix (Ms o) whose rows are subjects and columns are objects.

Let’s try this together:

Suppose the private key file for S; is object 04,

i.e., only S; canread,

Suppose the public key file for S; is object 05,

i.e., all subjects can read, and only S; can write.

Suppose all subjects can read and write object O3.

What s the access control matrix?

0, 0, 03
R RW RW
: R RW
: R RW




Access Control Matrix:

Secrecy: Does this protection state ensure secrecy of

S1’s private key in 0,7?

Integrity: Does this access control matrix ensure the

integrity of S;’s public key in 0,7

Trust Processes: Does it matter if we don’t trust

some of S;’s processes?

Non-malicious process should not leak the private key by writing it to Os.
A potentially malicious process may contain a Trojan horse that can write
the private key to Os.

Least Privilege — Limit permissions to those required only.
For instance, restrict privilege of the subject S; to prevent leaks.

0, 0, 05
R RW RW
- R RW
- R RW

0, 0, 05
R RW i
- R RW
- R RW




Access Control List
An access control listis a set {4,|o € 0}, i.e., one element of object. The elements of the list are the pair (s, p) of subject s

who has permission p to that object.

51 51 52 S3
)
01 02 03 // // / /
0y 0,
S R RW - o R o o
W
S, - R RW
/ /
S3 - R RW S, S
” n // /
A02 — {(Sl’ "RW"), (52’ HRH)’ (53’ MRH)} W W
A03 — {(52’ HRW}))’ (53’ “RW")} /



Capability List

A capability listis a set {A; | s € S}, i.e., one element of subject. A capability can be thought of as a pair (o, p) where o is

the name of an object and p is a set of permissions.

0, 02 02 %
0y 0 05 7 =
s, 1= S, &
S, R RW - R
R w R RW
S, - R RW .
Ve
S; - R RW 0, 0.
np» « ”» S // /
As, = {(04,"R"), (02, “RW™)} 3 R
ASZ — {(02,"R"), (03’ MRWH)} R W
AS3 — {(02’ "R"), (03’ “RW")} /




Access Cntrol Policy Models

Adwinistrator

Previde Clearerce Provide Classfcation
Labe! Loke!

£
é@% o ard Aavoges (ﬁ]

Ob‘pct / Rescurce

S

Srontng Access based on

the pobisies; Provide Access
Operation System (OS)

Manolo:tory Access Control (MAC)

O MAC is o wodsl where occess to rescurces s centirellad
by the wyatem ond s bated on predefined security rules.

O MAC bas o certralized control structurs, sith o
single entity responsble For setting and enforcing access rules.

MAC bas lwited Hexiblity, as access rules are set by the
system and canot be modfed by vaers.

MAe typically has o higher overhead, as the systes
st enforce access rules and ensure they are not violated.

CMKL University
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Users/groups.

DeFine access Accessirg
Pereissions.

i —— ®

Owner Object / Resource

Diseretionary Access Control (DAC)

DAC 15 o modsl where access to resowrces s controlled by
the owver of the resource, who assiges permssons to wiers.

DAC has o decertralized control steucture, with wdividual
resource cemers resporsitle Por settng ard enforcing access rules.

DAC offers more Hexbility, as resowce cwmers can ossign
permssons based on ther own diseretion

DAC has lower overnead, as the burden of setting and
erforcing access rules falls on resowce owmers.

€O 0O
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Defining Access

&
Role Object / Resource

Ns Do /

D;&‘.m, Roles and

Perwissions Accessing
2 QX2
‘ ——A55igning to Roles—p» %
Adimstrotor Users/groups

Role-Based Access Control (RBAC)

RBAC is o model where access to resources is determined
berd;auMMJm]boUthNnuMzaﬁoa.

RBAC con hove eithar o controlized or decentralized control
strueture, deperding on tre organization's security needs.

D RBAC offers the wost Flaxbility, os access rights can be assigred and
wodied based on the roles resporsbilities within an oryanization.

RBAC overheod depends on the level of contralzation, with centralized
Systems having Woher overheod ard decentralized systess kaving lower overhesd,
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Endpoint Security

Endpoint Detection & Response, Antivirus, Mobile Device Management,

Browser Security, Secrets Management, Off-boarding Processes

SEC-202: Secure Start-Up
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Legacy Antivirus vs. Endpoint Detection and Response (EDR)

KASPERSKY

)

McAfee SECURITY

@A Avira (€S

— et £) Avast (¥ Norton

by Symantec

NTED
‘3!3 & ALIVE ‘

—
-—

= Legacy Antivirus
o Works like a "Wanted Poster" (Signatures).
o It scans files against a list of known bad viruses.

o Fail: It cannot stop new (zero-day) viruses or attacks

that don't use files (fileless malware).

Endpoi'nt data 'élllslélt;' S E C U R E

% paloalto

NETWORKS

Data analysis and
threat detection

Automated

== (i) SentinelOner

F::RTINET
Integration with
B0 s &ROWDSTRIKE

Threat
investigation

Endpoint Detection and Response (EDR)
o Works like a "CCTV Camera" (Behavioral).
o It watches what programs do.

o Example: If Microsoft Word tries to open PowerShell
and download a file, EDR blocks it because that is

suspicious behavior, even if the file itself looks clean.

CMKL University
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How Does Endpoint Detection and Response Work?

 DataAnalysis
threat knowledge

Network &g
server /\/\
/ Machine Learning
/ N Big data
/ . . Automated response
| endpoints activities >
| . Data
\ Endpoints > patterns
\

4 Desktop
~—___-~ computer

Mobile device Recovery

Database

Information

Endpoint Threat - ']

Security team

CMKL University SEC-202: Secure Start-Up 23



= The BYOD (Bring Your Own Device) Challenge: Application
Security

o Employees want to use their personal iPhones for work Mobile Identity and Access

Management Management
email.

o Risk: What happens if they lose the phone or leave the

Device Endpoint
company? Tracking Security
= The Solution (MDM):
o Containerization: Creates a "walled garden" (Work How N!Ob“e
, Device
Profile) on the phone. Personal apps (Photos, WhatsApp) Management
cannot touch Work apps (Outlook, Teams). (MDM) Works?

o Remote Wipe: IT can delete the "Work Profile" without

deleting the user's personal photos.



How Does Mobile Device Management (MDM) Work

% Microsoft Intune

Features and benefits

& = ,

Manage devices Deploy and update  Configure settings

from a central software
console
® ) €7
op 174

Remote Maintain networks ~ Optimize devices
administration of common OS for business use

Mobile Device Management

= ) .

Enroll user devices Push apps on Restrict devices to
devices a specific OS
Block personal Remove data from Security and
devices lost or stolen devices protection

I ‘?“

Monitor with data
and reports

Q

Automate policy Cloud-attach on-prem
management Configuration Manager

Enforce policies

Mobile Application

Management
[ Y 4
Allow personal Prompt users to
devices to access authenticate

org resources

0 e

Remove data from Security and
lost or stolen devices protection

Device
management

Device management
policies

{Intune party)

|
App and data
management policies

Corporate data

Managed apps
(corporate)

CMKL University
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ﬁ Unmanaged apps T

T HRY

Device storage
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* The Browser is the New OS: Most employees

spend 90% of their day in Chrome or Edge.

= Attack Vectors:

o Free PDF converters that

secretly read your email.
o) Malware that downloads
just by visiting a site.
= Controls:

o Enforcing "Managed Browsers" where IT controls

which extensions are allowed.

o Disabling "Save Password" in the browser (forcing

use of a Password Manager).

Browser Security Tools

Essential tools that protect your data and keep online threats away.

0 ®

HTTPS Pop-up Blockers

Encrypts your data for
secure communication.

Antivirus Scans

Keeps annoying ads and Checks downloads to
potential threats at bay. prevent malware infections.

®

Updates Sandbox

Regular updates patch
security vulnerabilities.

Isolates risky sites to
protect your system.




Browsers Security — How Does It Work?

6 Browser Security Best Practices

Install Security Keep Software
Extensions Updated
Use Privacy- A Enable Automatic
Focused Browsers n Updates
Implement Strong Remove Unused
Authentication Extensions

CMKL University SEC-202: Secure Start-Up
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Advanced Techniques and Tools for Browsers Security/Privacy

= Avirtual private networle, or VPN, is an encrypted
connection over the internet from a device to a network.
It prevents unauthorized people from eavesdropping on
traffic and ensures that sensitive personal or professional

data is safely transmitted over the internet.

= This can be specifically helpful while accessing websites

that monitor user behavior or avoiding targeted ads

based on browsing history.

= Besides, a VPN can protect against cyber threats on
unsecured public Wi-Fi networks. It masks the user’s IP

address, ensuring safer and more private browsing.

CMKL University

Without a VPN With a VPN

Our Device Our Device
| |
IP Address IP Address
| 60.129.30.119 P 60.129.30.119
| VPN
|
|
|
|

| SP g ﬁ ‘ é -Hackers cannot hijack
I 2E ‘ i
| 2R 2
|
|
! ®
: VPN Server
| IP Address ! IP Address
I 60.129.30.119 : 80.233.52.189
\4 N4
AR AR
WWW WWW
Internet \_ Internet Y,

VPN Tunnel

é((( ))) -Encrypted data
E -ISP doesn’t know

destination

SEC-202: Secure Start-Up
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= Several websites track user activities through cookies and other data collection techniques.

= can limit this tracking and ensure that personal and professional data

remain safe.

= Use free-of-cost browser extensions, such as:
o Privacy Badger: Blocks hidden trackers
o HTTPS Everywhere: Ensures secure, encrypted connections
o DuckDuckGo Privacy Essentials: Prevent websites from collecting browsing data
o ClearURLs: Removes tracking elements from links

o Cookie AutoDelete: Automatically clears unnecessary cookies after leaving a website

= |Installing and keeping these extensions updated to enhance online privacy and security.



Secrets Management

* The Hidden Identity Risk:

o It's not just humans who have identities; applications do too (APl Keys).

o The Mistake: Developers hardcoding AWS Keys or API tokens directly into the source code (e.g., uploading them to GitHub).
* The Solution:

o Use a Secrets Manager (e.g., AWS Secrets Manager, HashiCorp Vault).

o The app requests the key at runtime (when it starts), keeps it in memory, and never writes it to a file.

Every non-human identity has a Secret

Encryption key DB credential . 9

Database

Database
@ Certificate API key ‘ @
(@ ....’..j ) ....:]
Cloud Service Cloud Service

Password SSH key -
] (@ =) ) . )
M = Rise of the machines... T
And their Secrets

VM
v
_{ AKEYLESS
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Secrets Management - How Does It Work?

CMKL University

Amazon RDS

Amazon Redshift

Amazon
DocumentDB

Other AWS services

@0 e

(& -
(&) 9] % =
7 \,/\
AWS Secrets Manager o = AWS Key
Store credentials Management Your applications
' Encrypted .
API keys, tokens, and K Service Access integrated services
other secrets securely secrets without hardcoding your
\L T secrets in plain text
AWS Lambda
Automatically
rotate secrets on
a schedule
£ Awscloudtrait (g fmazon

Automate monitoring and audit compliance of secrets

SEC-202: Secure Start-Up
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The "Zombie Account” Risk: An employee leaves, but their account remains active. An attacker finds it 6 months

later. What will happen?

HR Trigger: HR system notifies IT before the exit interview.
Revoke Access: Kill SSO session, disable VPN, reset shared passwords.
Recover Assets: Wipe mobile data, lock the laptop, retrieve physical keys.

Transfer Data: Move their files to their manager (don't just delete them).
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End of the Lecture

Please do not hesitate to ask any questions to free your curiosity,

If you have any further questions after the class, please contact me via email (charnon@cmkl.ac.th).

SEC-202: Secure Start-Up
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